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2.6 Effective Information Security Risk Management (S. 91)

2.6.1 Developing a Risk Management Program

        Establish Context and Purpose 

        Define Scope and Charter 

        Asset Identification, Classification and Ownership

        Determine Objectives

        Determine Methodologies 

        Designate Program Development Team 

2.6.2 Roles and Responsibilites 

        Key Roles
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3.13 Security Program Management and Administrative 

       Activities (S. 156)

          Program Administration

3.13.1 Personnel, Roles and Responsibilities, and Skills

          Roles

          Skills

          Culture

3.13.2 Security Awareness, Training and Education 

3.13.3 Documentation 

          Documentation Maintenance 

3.13.4 Program Development and Project Management

3.13.5 Risk Management 

          Risk Management Responsibilities 

3.13.6 Business Case Development 

          Business Case Evaluation 

          Business Case Objectives

3.13.7 Program Budgeting

          Elements of an Information Security Program Budget

3.13.8 General Rules of Use/Acceptable Use Policy 

3.13.9 Information Security Problem Management Practices 

3.13.10 Vendor Management 

3.13.11 Program Management Evaluation 

            Program Objectives 

            Compliance Requirements

            Program Management 

            Security Operations Management

            Technical Security Management 

            Resource Levels

3.13.12 Plan-Do-Check-Act

3.13.13 Legal and Regulatory Requirements

3.13.14 Physical and Environmental Factors

3.13.15 Ethics 

3.13.16 Culture and Regional Variances 

3.13.17 Logistics
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